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Introduction

• Software is getting more and more complex

• Yet, users want even more

• Application scripting can help
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IDA Pro

• Interactive Disassembler Pro

• Advanced disassembler application

• Extensive processor and file format support

• Programmable with built-in language IDC

• Extensible through plugins
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IDA Pro Architecture
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The Python Language

• High-level scripting language

• Dynamically typed, garbage collected

• Imperative, functional and object-oriented

• Runs on all major operating systems

• Batteries included

• Freely available
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Embedding Python into IDA Pro
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Basic Function Wrapping
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C function:

inline ea_t idaapi get_item_head(ea_t ea);

Python version:

def get_item_head(ea_t ea):
    ...

a = get_item_head(0x1234)
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Calling a Wrapped Function

1. Function is called from Python

2. Arguments are converted from Python to C

3. C function is called with converted arguments

4. Return value is converted from C to Python

5. Value returned to Python
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Function Returning a String
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C declaration:

char *get_manual_insn(ea_t ea, 
                      char *buf, size_t bufsize);

Python version:

def get_manual_insn(ea):
    ...

ins = get_manual_insn(0x1234)
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Introducing SWIG

• Simplified Interface Wrapper Generator

• Automates the process of wrapping

• Interfaces C/C++ code to scripting languages

• Supports over 15 scripting languages

• Has good support for C/C++ features

• Can use C/C++ header directly
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IDAPython Modules
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Simple IDC Script
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#include <idc.idc>

static main()
{
! auto ea, func, ref;

! // Get current ea
! ea = ScreenEA();
! // Loop from start to end in the current segment
! for (func=SegStart(ea); 
! ! ! func != BADADDR && func < SegEnd(ea); 
! ! ! func=NextFunction(func)) 
! {
! ! // If the current address is function process it
! ! if (GetFunctionFlags(func) != -1)
! ! {
! ! ! Message("Function %s at 0x%x\n", GetFunctionName(func), func);
! ! ! // Find all code references to func
! ! ! for (ref=RfirstB(func); ref != BADADDR; ref=RnextB(func, ref))
! ! ! {
! ! ! ! Message("  called from %s(0x%x)\n", GetFunctionName(ref), ref);
! ! ! }
! ! }
! }
}
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IDAPython Version
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from idautils import *

# Get current ea
ea = ScreenEA()

# Loop from start to end in the current segment
for funcea in Functions(SegStart(ea), SegEnd(ea)):
! print "Function %s at 0x%x" \
         (GetFunctionName(funcea), funcea)
! # Find all code references to funcea
! for ref in CodeRefsTo(funcea, 1):
! ! print "  called from %s(0x%x)" % \
           (GetFunctionName(ref), ref)
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The IDAPython Project

• Project was started in 2004

• Five stable releases so far

• Runs on Windows, Linux and Mac OS X

• Freely available with source under BSD license

• Latest version has seen over 3500 downloads

• Has a small but dedicated user base
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IDAPython in Comparison
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39

6 Results

6.1 Implementation Results

IDAPython was first released to the public in 2004. Since then it has been in steady,
although sometimes slow, development. The current version of the code provides feature
parity with IDC, all IDC operations that apply in Python are supported.

The IDC support is built upon the low-level plugin API which extends beyond what IDC
can do. IDAPython wraps a fair amount of functionality from the plugin API, which
makes it possible to write code for problems beyond the capabilities of IDC. Table 3
compares the current functionalilty of IDAPython to the other methods of extending IDA
Pro: IDC and binary plugins.

Table 3: Comparison of IDAPython 0.9.55 to other IDA Pro 5.1 extension options

IDC Binary Plugins IDAPython

Development model
Interactive

and
write-debug

Write-compile-
link-debug

Interactive
and

write-debug

User error tolerance
good:

only error
message

limited:
likely crash on

user error

good:
only error
message

Low-level functions - ~2000 ~1050

High-level functions 466 - 475

Operating system
access limited extensive extensive

Available libraries few many many

IDAPython combines the advantage of the high-level coverage, interactivity and error
tolerance of IDC, with access to low-level database functionality. In relation to binary
plugins, IDAPython offers extensive access to the operating system and an extensive list
of available third-party software packages.

The codebase of the plugin is fairly stable and relatively bug-free. Advertised functional-
ity works well. However with something this complex, more testing would be beneficial.
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Availability and Resources

19

Main distribution site
http://www.d-dome.net/idapython/  

Development project site
http://code.google.com/p/idapython/

Discussion Group
http://groups.google.com/group/idapython

http://www.d-dome.net/idapython/
http://www.d-dome.net/idapython/
http://code.google.com/p/idapython/
http://code.google.com/p/idapython/
http://groups.google.com/group/idapython
http://groups.google.com/group/idapython
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Conclusions

• Scripting makes an application more flexible

• There are many small details to consider

• Implementing application scripting is feasible

• One developer can manage a complex integration

• Open source development is a lot of work

• ...but fun!
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Resources
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Main distribution site
http://www.d-dome.net/idapython/  

Development project site
http://code.google.com/p/idapython/

Discussion Group
http://groups.google.com/group/idapython
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